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ESnet6 High-Touch Platform Field Deployment

ESnet6 Core
Router

L I
[
=

2

U280 FPGA

(1 per server)

I
I
I
I
AMD Xilinx Alveo :
I
I
I
I

FPGA Servers
(2 per hub site) /I

o o e e o e e e e o e e e M e e e

e 42 deployment locations
e Near 100% perimeter coverage®
e 100% packet inspection

*NB: Certain ports are omitted due to security sensitivities.



ESnet6 High-Touch System Deployment

High-Touch Platform

truncation at line rate

up to 300Mpps

e FPGA 1ns accuracy time stamping
Kafka based 24/7 streaming central database

(data lake)

e PCAP capture of any subset of flows

Router packet mirroring with (128 byte) packet

FPGA accelerated data reduction that can process

High-Touch Server Hardware Deployment

ESnet6 Core
Router
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AMD Xilinx Alveo

e 2PB Fast SSD + CEPH
e  Column-oriented (SQL) database

° Built to handle trillions of rows,

High-Touch Data Lake

(ClickHouse)

petabytes of data
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U280 FPGA
(1 per server)

FPGA Servers
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Flexibility in Tool Selection
Jupyter Lab / Pandas Wireshark

# Quick preview to see what the data frame looks like

tv-netflix-problems
df.drop_duplicates(subset="flow_id") M ti-netflix-problem:

File Edit View Go Capture

- = E
dst  dport src  sport proto time dst_org src_org src_network  dst_network flow_id 4 ® RE
0 104.196.237.25 42948 198.129.224.35 80 6 2022-02-15T11:09:59.994-0800 UNDEF ~ ESNET 198.129.224.0/24 104.196.237.0/24 1
Destination Protocol  Length Info
1 13479146247 34432 4513721208 48138 6 2022-02-15T11:09:50.984-0800  SLAC UNDEF  45137.210/24 134.79.146.0/24 2 174.129.249.228 TP 66 40555 + 80 [ACK] S
2 1347925243 33566  92.63.196.25 47014 6 2022-02-15T11:09:59.974-0800 SLAC UNDEF  9263.196.0/24  134.79.25.0/24 3 174.129.249.228  HTTP 253 GET /clients/netfl
192.168.0.21 TcP 66 80 » 40555 [ACK] S
SQL ( LI 3 19812814236 48690 198.124.155.24 22 6 2022-02-15T11:09:50.974-0800 ESNET ~ESNET 198.124.1550/24  198.128.14.0/24 4 192.168.0.21 HTTP 528 HTTP/1.1 302 Moved
a 12831826 53422 12855.13654 27017 6 2022-02-15T11:09:59.964-0800  LBNL NERSC  128.55.136.0/24 128.318.0/24 5 174.129.249.228 TCP 86 40555 + 80 [ACK] S
192.168.0.1 NS 77 Standard query @x2
SELECT 192.168.0.21 NS 489 Standard query res
xporting_nod 166483 1285624494 50264 89.248168.172 56292 6 2022-02-15T10:20:00.504-0800 NERSC UNDEF 89.248.168.0/24 128.56.244.0/24 86741 Tl uze [sw] s
Xp g_| .21 TcP
ount(*) AS t € 166484 13122520556 34749 128.55.224.115 57714 6 2022-02-15T10:20:00.474-0800  FNAL NERSC 128.55.224.0/24 131.225.205.0/24 86742 48 Tcp
FROM ht.all_flows 3
=197 . 166487 84.220.141.235 57150 128.55.206.106 443 6 2022-02-15T10:20:00.404-0800 UNDEF NERSC 12855206024 84.220.141.0/24 86743 =i S
GROUP BY rting_nod 21 Tcp 56 80 - 3706 1
FORMAT PrettyCompactMonoBlock 166493 128551009 15520  112.31169.97 4183 6 2022-02-15T10:20:00.093-0800 NERSC UNDEF  112.31.169.0/24 12856.100.0/24 86744 21 Tcp 1514 [TCP segment of a
X 166494 198.120.217.96 57599 173194152170 443 17 2022-02-15T10:20:00.083-0800  SLAC UNDEF 173.194.1520/24 198.129.217.0/24 86745 <
Query id: 3101a6b0-9ae6-4e94-b78c-d = = = ——
Frame 349: 489 bytes on wire (3912 bits), 489 bytes captured (3912 bits)
R d 1 d 86745 rows x 11 columns Ethernet II, Src: Globalsc_@@:3b:@a (f@:ad:4e:80:3b:8a), Dst: Vizio_14:8a:el (00:19:¢
exporting node——total records Internet Protocol Version 4, Src: 192.168.0.1, Dst: 192.168.0.21
bnl515-htl 282710771 User Datagram Protocol, Src Port: 53 (53), Dst Port: 34036 (34036)
bost-ht2 1104520 v Domain Name System (response)
eqxch2-ht2 1809320 G f / St d t Request I ]
slac50s-htl 8545951 ra ana ar US [Time: 0.0 200 seconds]
salt-ht2 568492 Transaction ID: @x2188
1bn159-ht2 882130013 . : @x8180 Standard query response, No error
newyl1118th-ht2 1071826 B MR
elpa-ht2 480642
ornl5600-htl 45841556 Summary nformation
atla-ht2 772929 Tota Martan Fows Tota Martsn Packets 1Ps Sencing Martins Type of Martians Martisn Packets Forwarded o
egxsv5-htl 2835203590
an1541b-ht2 924414 838,895 1,002,676 470 6
slac50n-htl 2221787835 Senders of Martians. Types of Martians. Rameservers
nash-ht2 696555 - B o
: 84 f4 61 c7 83 37 [BNEE 81 80 00 el 3
atla-htl 108835837 sna2s 0 @9 05 63 64 6e 2d 30 @7 Ge 66 6c . .c dn-@.nfl
bois-ht2 432433 03 63 6f 6d ©0 @0 @1 0 @1 c@ @c @@  ximg.com
anl541b-htl 65303026 2@ 85 29 8@ 22 @6 69 6d 61 67 65 73 . ). ".images
eqxsv5-ht2 1189111 66 6c 69 78 03 63 6F 6d 09 65 64 67  .netflix .com.edg
74 65 03 6e 65 74 00 O 2f 00 05 00  esuite.n et../...

ornl5600-ht2 721476

newyl118th-htl 2991159948
sand-ht2 387820
bn1515b-ht2 829636

@ 7 I1dentification of transaction (dns.id), 2 bytes

Per Source Address Information

Addres:

oniso-ht1 anet 5 Lay ual Iterface

1101284128 . Toniso-h1 Layer 3 Virtal Interface

4 Y. Kumar at el




Internet Background Radiation

All the dst ports that get a SYN and no further packets

below, we plot only the probes that got a syn_ack message in response. This provides a measure of

Comparison of probes that generated a bi-directional syn_ack when sent a syn probe

The effectiveness of syn_only probes can be checked against the number of syn_ack responses they generate. In this diagram, we plot the total number of sy,
hosts, and ports that are successfully enumerated by the scanner.

« By looking at the Number of IP's probed bar chart, we can see that only a small number of hosts being scanned, are returning any respol
« By looking at the number of source IPs we can see that some of the scanners source IPs's are completely unsuccessful at getti

Organization|,, ., w0y, 25,

|AI| the ports that accept a TCP-SYN and return a SYNACK

name Number of source IPs rts being probed by src org Number of dest IPs probed Number of ESnet sites involved
—
CENSYS-ARIN-01-df 1 130 72497 4
CENSYSARIN.OL.AT0 110 S e e——— 2t - nt 2
CENSYS-ARIN-02-df 1 64 54042 4
CENSYS-ARIN-02-df 0 63 404 2
AS12876.df 1 29 B e sem e e e e 15159 -
AS12876.01 0 12 e ang R e 78 2
CENSYS-ARIN-03-af 1 61 e - - - S S———— ———— ————— 53853 4
CENSYS-ARIN-03.df 0 48 X - o i - - 432 2
TENCENT-NET-AP-CN-df 1 91 50 & amssan - siss
TENCENT-NET-AP-CN-df 0 25 - - - 398
CYBER-CASA-df 1 354 39003 4
CYBER-CASA-Gf0 f 200 - s oo 298 ~
GOOGLE-CLOUD-PLATFORM-df 1 328 - —— - 73038 4
GOOGLE-CLOUD-PLATFORM-df 0 188 - - 107 4
UCLOUD-HKAS-AP.af 1§ 191 cesme s e 19209 —
UCLOUD-HKAS-AP-f 0 63 r— s % .o . . . 124 3
CHINA169-Backbone.df 1 m12 432 4a
CHINA169-Backbone.df 0 92 Srmm— . - —— . .- . .- . 152 3
CONTABO-df 1 2 we o BEmes s e mees s sme e e o « e e % ¢ s eeee seme . 16389 a
CONTABO-df 0 4 - . 97 2
CHINANET-BACKBONE -df 1 10678 65003 a
CHINANET-BACKBONE-df 0 258 220 3
COGENT-174-df 1 36 e o o . oo oo o oo P 20759 .
COGENT-174-df 0 .o . 3
INT-NETWORK-df 1 36 7290 4
INT-NETWORK.df 0 14 P —— TR . . > '@ o o 123 2
CHINAMOBILE-CN-of 1 J8l 596 # Of IPS used
CHINAMOBILE-CN-df 0 39 e mei e - . - s . o Se ) e e eeie . oo 133
DIGITALOCEAN-ASN-af 1 887 —5 W 4 W— WA % 5 8 SWAE MM S S A S WAE S AW S e m RS SR s e 45362 4
DIGITALOCEAN-ASN-df 0 107 S —— - . . . - .. . - 9 @ 141 4
] o to probe ] :
AMAZON-02-df 0 7 -— - . . . .- . . . 2
KSYUNGLOBAL AS-AP-df 1 2 P e e W e e e e me s e e e e e 6166 a
KSYUNGLOBAL AS-AP-df 0 2 SRR e — - . . . . . 45 2
CARINET-of 1 27 —_—_— . “or - 0 e —e———— ves . o * 8184 4
CARINET-df 0 7 — wens s e - 48 2
OVH-af 1 242 —— e e R L - - - - .- . - 16990 4
OVH.af 0 49 — e e . . . - 85 2
CT-HangZhou-IDC-df 1 38 5325 4
CT-HangZhou-IDC-af 0 3 40 2
LINODE-AP-df 1 54 19101 a
LINODE-AP-df 0 2 e . e . . DI . . . . 63 3
GALAXYGATE af 1 1 - . 4588 a
GALAXYGATE-df 0 1 - . 35 2
AS.COLOCROSSING.df1{ 32 B ave 2 P = & 2 & = 2 7118
AS-COLOCROSSING-df 0 3 & - 40 s
IDIGITAL-df 1 2 < = = < R = = 4003
IDIGITAL-af 0 1 ° 2 2
HURRICANE-df 1 247 s smes seme 38689 4
HURRICANE-9f 0 { 75 I e 6 2
2000 4000 6000 8000 10000 0 10000 20000 30000 40000 50000 60000 10000 20000 30000 40000 50000 60000 70000 80000 00 0s 10 15 20 25 30 s 40

5 Y. Kumar at el




Network Audits - Martians

88 HT /Martians ¢ 3

~ Summary Information

Total Martian Flows

838,895

414628

280178

122043

15

175

4719

1917

146

89

421280

418749

127846

16044

5677

1917

11074

89

~ Per Source Address Information

14757

1

14763 2001:400:201:74::31
128.55.206.109
128.55.210.14
128.55.136.13
130.199.251.1
128.55.210.14
128.55.136.13
134.79.84.52
128.55.206.109
128.55.210.15

130.199.189.179

Total Martian Packets IPs Sending Martians Organization Senders

1,002,676 470 8

Senders of Martians

414628 BNL-AS

280178 NERSC

122043 ESNET

15175 ESNET-EAST

4719 SLAC

1917 Martian

9100 unknown
42658 unknown
41068

36421

50000

34234

51596

50011

45048 unknown
55447

38987

141

8!

ESNET-WEST

ORNL-MSRNET

Addresses
DN S ScPoils e Org Martan Type s Ohserved At
[fdf4:f1:99da:261¢::1] unique local address  Ibnl59-ht1
["10.128.4.128"] private network IbniS9-ht1
["192.168.250.2] private network IbniS9-ht1
["192.168.250.17] NER private network IbniS9-ht1
[*100.100.21.1557) - private network bni515-ht1
["192.168.250.2"] Ibni59-ht1
["192.168.250.1"] private network IbniS9-ht1
["192.0.0.27 private network slacs0s-ht1
[*10.128.50.222] private network IbnI59-ht1
["192.168.250.1 private network Ibni59-ht1

["100.126.95.1257 private network bnl515-ht1

esnet_se-425
nersc_se-603
nersc_se-603
nersc_se-603
bnl_se-103

nersc_se-603
nersc._se-603
slac_se-57

nersc_se-603
nersc_se-603

bnl_se-103

Type of Martians

6

Types of Martians

ype
Layer 3 Virtual Interface
Layer 3 Virtual Interface
Layer 3 Virtual Interface
Layer 3 Virtual Interface
Layer 3 Virtual Interface
Layer 3 Virtual Interface
Layer 3 Virtual Interface
Layer 3 Virtual Interface
Layer 3 Virtual Interface
Layer 3 Virtual Interface

Layer 3 Virtual Interface

Martian Packets Forwarded

Bogon filtering
0 at work!

== link loca
private network

= _unigue local address
documentation

- future use

= s niin Why do we have

“documentation”

(e.g., TEST-NET)

addresses?

® SONIC - Open
Source
Switches
Docker - Data
Center Auto
Config

Y. Kumar at el




LHCONE Traffic - CRIC Audit

Undocumented Sources to Documented Destinations

LHC One Undocumented Sources WLCG CRIC
Sl o rena o llaa e faeons o S
Database for
slac50s-cr6 117621 4621 UNINETAS-AP 134.79.24.197 SLAC
slac50s-cré 11/c2 4621 UNINETAS-AP 134.79.1107 SLAC LHCONE preflxes
slac50s-cr6 1/1/e21 4621 UNINET-AS-AP 134.79.60.133 SLAC (chg‘cric.cern.Ch)

slac50s-cré 1/1/e21 4621 UNINET-AS-AP 134.79.244.2 SLAC
slac50s-cré 11/e21 4621 UNINET-AS-AP 134.79.188.23 SLAC
slac50s-cré 1/1/e21 4621 UNINET-AS-AP 134.79.22.48 SLAC
atla-cré 1/1/e3/1 4621 UNINET-AS-AP 128.227.246.204 NERDCNET
slac50s-cré 1/1/c21 4621 UNINET-AS-AP 134.79.140.185 SLAC

slac50s-cré 11/e21 4621 UNINET-AS-AP 134.79.14.233 SLAC

Unique Undocumented Senders and Traffic Moved By Organization Top Talkers by Count of Flows

Select *
Query | NOT in JSON

SLAC AS:3671

[l
Should be empty set

— S & ESnet

Y. Kumar at el




Network Planning - Flow Volumes

SELECT * WHERE peak_rate > 10gbps AND duration > 10secs ORDER BY rate

Primarily perfSONAR
transfers

Observation Supposition*
° perfS;Q-NARtraffic appears e Large data movement tools (e.g.,
to be the primary contributor Globus, etc) utilize massively
of “large” flows in this parallel small flows to reduce the
dataset. impact of packet loss.

8 *NB: Findings based on flow analysis on a single 24hr-period dataset, further investigation is needed to quantify the finding. Yy Kumar at el



* : e High-Touch data is exported
L e i into existing measurement
systems (i.e., Stardust),

SELECT HISTOGRAM(start, INTERVAL 1 DAY) as by_day, % W, 3:

sum(values.num_bits)/8 as total_bytes
FROM stardust_hightouch-
WHERE router_name = 'atla-cr6'
GROUP BY 1

allow us to leverage existing
analysis, but with much

it W higher fidelity

Analysis (for a single
router, atla-cr6) using
hourly aggregates, shows
W MR WL CNeIRLRT Mw e e that 17:00 UTC and
Fridays are peak demand
times.

ORDER BY 1

@ ESnet

M. Haberman at el

00:00:00 03:25:42 06:51:25 10:17:08 13:42:51 17:08:34 20:34:17 00:00:00
9 Hour of day




ML - Clustering / Self Similarity / Prediction

Cluster Visualization

Algorithm: (Means; Port: HITF, Canfig: Large Q Algorithm: KMeans Algorithm: BSKMeans
: ) ] Port: HTTP Port: HTTP
, \1\9/‘% 24;{0@; ....... i ; i 3 \ ccccccc Eﬂ , Config: Large Config: Large
SNSRI, RN = | 7Y ¥
a “’9/ ;&;&L{%g - \‘ o ],’»;..t‘.‘,,, P = §
?’?‘gﬁ% SRR 23 il et A Q- 114 . ) v
z i R Loy g z EE IO A (v e 3 ’l B | b B
Bt R R O\ R 214 = | - $4
DA 1A NN ‘.‘%:“;. w AT ¥ it g ,;Stf'\-.f'\ [ —2 B 1 1l s
2 DUARRIES s}--"ﬂ!\‘a . BUTA S e e S0 | (© B
P SR Wetgranadly ] I8t * :
""\‘“‘;.?..&. -‘/’.i‘-f_mﬂ""/ *r! Y f&‘::t‘:;‘!‘*\ t"" 'U B l:l: | l .
"".}",'é.*,'t‘\ A S S AN Q -== == = | T ¥
N D 1 (%] | | b
o 5 160 5o oo T N g ] ) l l ‘ I 111
Training Test .ESnet _6 1 4 } » ‘ Y77 i
'6 1777 TT7 T : | ‘ ’
h - B > @
e sl Unid
Observation g AARRLIe diil — L HEE o .
. . . Consi ining and test distributi ESnet
e \We are seeing consistent auto clustering . o e o o

over the 24-hr (12 billion) flow data set.

Implications
e We can do capacity planning and prediction without worrying about wild fluctuations.

e \We can automate exception/anomaly detection. -,
UCSanDiego @ ESnet

10 O. Gungor, T. Rosing Y. Kumar at el
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Summary

1.

2.

3.

4.

What problem are we solving?
Gaining a complete understanding of high-speed network traffic, leading to improved
performance and reliability for science workflows.

How is what we are doing different from what is done today?
A combination of programmable hardware and software enables custom collection and

analysis.

How does this benefit the user community?
It helps network and security engineers troubleshoot issues and investigate anomalies,
resulting in improved service.

How can the user community get involved?
Send email to: hightouch@es.net

@ ESnet



Questions...

@ ESnet




